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Introduction

Congratulations on choosing the TCS QD3041 BACnet Building Manager! The QD3041 is a compact, versatile network
controller that seamlessly connects with Ubiquity Cloud™ via BACnet.

This manual includes all the information you will need to properly install and set up your QD3041. As most units

ship preconfigured, you will most likely only need to read the Installation section of this manual and you can skip the
Configuration section. However, some customers do order their units without preconfiguration; for those customers, we
include the comprehensive “Configuration” section which contains essential information they will need to set up the unit.

If you have any questions regarding your QD3041 or your network, do not hesitate to contact TCS Technical Support at
800.288.9383, ext. 2.

+ QD3041 BACnet Building Manager

+ External Power Supply

+  Wall Mounting Bracket

+ Two 120 Q terminating resistors for RS-485 network

The QD3041 is designed to be hung on a wall via the mounting screw holes in each unit. It may also be set on a shelf or
table. If mounting on a wall, do not allow the mounting screws to contact the circuit board inside the enclosure.

When selecting a location to mount the QD3041, be sure to allow space for cable connections. Locate the QD3041 away
from excessive dust, heat sources, moisture or direct sunlight. The ideal environment is a server room. The temperature of
the room should not exceed 77°F (25°C); proper ventilation is mandatory.

Refer to the “QD3041 Power and Communication Connections” on page 4 for the following input connections:

Power: Connect the included power supply to the back of the QD3041 and insert the power plug into a 120 VAC socket. A
blue light will show on the front of the unit, indicating it is powered up. If the unit does not automatically power up, press
the Power button on the front of the unit once.

Ethernet: Connect an Ethernet cable from your network port to the device’s Ethernet LAN Port (Cloud Ethernet 1). Do NOT
connect the network Ethernet cable to the port labeled Cloud Ethernet 2.

Cellular Modem: By default, the port labeled Cloud Ethernet 2 is configured for Admin, however it can be reconfigured to
BACnet IP when using a cellular modem (see “Network Information” on page 9). After reconfiguring Cloud Ethernet 2
to BACnet IP, connect an Ethernet cable from the cellular modem to the port.

RS-485 Network: Connect an RS-485 network to one or both of the COM ports.

The remaining ports on the QD3041 are unused or reserved for Admin only.

Building Automation Solutions



Installation
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Power and Communication Connections

All controllers connected to the network must be programmed with the same communication baud rate as well as a
unique MS/TP communication address from 0 to 127.

Use 22 AWG, twisted shielded three-conductor cable for network wiring. Network wiring should start at one controller and
go to the next and then go to the next, until the final controller is reached. Wiring is such that all “A” wires are connected to
“A” wires, all “B” wires are connected to “B” wires, and all “REF” wires are connected to “REF” wires.

“A" refers to the negative (=) RS-485 connection and “B” refers to the positive (+) RS-485 connection.

Place a 120 Q terminating resistor at each of the two ends of the network directly across the “A” and “B” wires.

+ If the QD3041 will be at one end of the network, hard-wire a 120 Q terminating resistor across the “A” and “B” termi-
nals of the QD3041 (See “Three-Wire Network Wiring” on page 5).

+ If the QD3041 will be in the middle of the network, do not wire in the terminating resistor on the QD3041 terminal
block.

Connect one end (ideally the furthest end from the QD3041) of the shield wire of the network wiring to earth ground.

If you encounter issues with your network wiring or communications, contact TCS Technical Support
(800.288.9383, ext. 2).
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Three-Wire Network Wiring

Follow this wiring diagram for all three-wire systems.

In the middle of the network, all network wiring shields should be twisted together and taped off to prevent
accidental grounding. More than one ground on the network wiring can result in communication failure.

A maximum of two terminating resistors can be used.

OM 1

B
o

>

A

120Q
Terminating

Resistor

Drain
Wire
Shield

s B A

-] =

A

R —

,REF @

N —

120Q

Terminating |
Resistor |
AW

Last in Daisy Chain
(N A

E Bo— |

REF @
-~/

Earth Ground
Only at one end

Three-Wire Diagram

@ QD3041 at end of the network.

QD3041 in the middle of the
network.
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@ Shielded, twisted three-conductor

communications wiring with one end
earth grounded. (120 Q terminating
resistors provided.)

Shielded, twisted three-conductor com-
munications wiring with one end earth
grounded. (120 Q terminating resistors
provided.)

Each controller must
use the same baud rate and be
assigned a unique BACnet MS/TP
address and device ID.
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1. Verify all RS-485 connections from the controller network to the QD3041 are complete.

Refer to “QD3041 Power and Communication Connections” on page 4 for steps 2 through 5 below.

2. Verify that all 24V power wiring to the controller network has been completed; all controllers are powered on and
each controller has been programmed with a unique BACnet MS/TP address and device ID.

3. Connect one end of the Ethernet cable to the port labeled Cloud Ethernet 1 on the QD3041, and the other end to the
network port provided by the customer, or to a cell modem (if utilized).

4. Connect the power source to the QD3041 and apply power. If your QD3041 shipped preconfigured, it will
automatically go online and contact Ubiquity Cloud.

5. You MUST call TCS Technical Support (800.288.9383 ext. 2) to verify connection and activate the unit.

6. If your QD3041 was not ordered preconfigured: You can configure it at this time. See the Configuration Section on
page 8.

Power LED Does Not Light Up

Be sure that the power supply module included with the QD3041 is plugged in to a 120VAC outlet that has power and
the 12V, 5A tip positive barrrel socket is plugged into the unit. Press the power button on the front of the unit; a blue light
should come on, indicating the unit ispowereed up.

No Communications with Controllers on the Network

Make sure the baud rate selection for the QD3041 is set to match the baud rate of all the controllers on the network.
All controllers on the network must have a unique MS/TP address and BACnet Device ID. Each port must be properly
configured.

Check the network wiring, making sure to follow polarity; the wire that goes to A must go to A in all devices, as well as the
wire that goes to B and REF.

No LAN Link to the Internet

Verify the network cable is connected correctly and make sure the LEDs next to the Ethernet jack are properly illuminated.
For example, a solid green LED at the RJ-45 LAN connector usually indicates that the QD3041 is either connected or
receiving a signal. If the green light is flashing, this is an indication of data being sent or received.

If there are no lights, the QD3041 may not be connected properly, or may not be receiving a signal from the network. If,
after checking the connections, the LED indicators are still off, the network adapter, port, or cable may be defective.

If there are lights but there is still no communication, this could be because the network communication is not set
properly or there is a bad firewall proxy setting. Contact your IT department for support, or contact TCS Technical Support
(800.288.9383, ext. 2) for assistance.
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No Communication with RS-485 Ports (COM 1 and 2), Ubiquity Time-out, or No Data
Verify each port on the QD3041 has the proper biasing resistors. Verify each port is also optically isolated, which cleans
up the signal and protects the unit from taking stray voltage off the RS-485 lines.

A set of LEDs on each of the RS-485 ports in the QD3041 allow the building occupant to view operational status of the
serial communication integrated board:

GREEN - blinking indicates transmitting (Tx)

YELLOW - blinking indicates receiving (Rx)

If neither of these lights are functioning, there could be a bad connection, a bad cable, a bad ground, or a bad component.
This could also be a configuration issue. Contact TCS Technical Support (800.288.9383, ext. 2) for assistance.
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Configuration

IMPORTANT: If you ordered your QD3041 preconfigured, which is typical, you can skip this section!
The Configuration section is for those who need to configure or reconfigure their unit.

Introduction

The QD3041 utilizes an internal Gateway to communicate with Ubiquity Cloud and the attached device networks. This
Gateway can be configured locally by connecting a laptop directly to the unit, or by connecting a monitor and keyboard.
When using a laptop, you can configure the Gateway through the QD3041’s internal web page. When using a monitor and
keyboard, you can configure the Gateway via the text-based Command Line Interface (CLI).

NOTE: All Ubiquity Cloud services are accessed by logging into the Ubiquity Cloud Server (www.ubiquitysystems.net),
not by using the internal web page.

The QD3041 has a default Gateway login and password, which is supplied to customers upon request. It is the
customer’s responsibility to configure a custom login and password. Contact TCS Technical Support (800.288.9383, ext.
2) for information on managing login credentials.

QD3041 Configuration via Laptop

Once you have made a connection and have logged in (see “Appendix A: Local Management Port” on page 16) you can
configure the operation of the unit.

If you are unable to access the configuration page, contact TCS Technical Support (800.288.9383, ext. 2) for assistance.

Installation Information

The BACnet Device Properties section contains unit-related information used to uniquely identify the QD3041 when it is
being serviced in the field. It also contains software/application-related information such as the software version and
patch level.

Installation Information

BACnet Device Properties

Vendor Name: TCS Vendor ID: 496

Model: qd3041 Serial Number: 0496003670000004
Application Software Version: 0.17.1 Build Date: 2024/04/16 18:30:48 UTC
BACnet Protocol Version: 1.14 Ethernet MAC: 00224DD675D0

Valid License: true

TCS License Code: 563b9ede750f34c7241f74f2ccbaf08c TCS License Text: ~ TCSBUS,MODBUS,BACNET
Site Time

Wait up to two minutes for the values to change.

Current Time and Date  2024/05/08 09:58:01 AM

Timezone | Chicago v

Update Time Info

Installation Information

The Site Time section is used by the local network and the QD3041 until the Ubiquity Cloud Server performs a time
synchronization with the site.

Enter the timezone information in this section and click the Update Time Info button to save the setting.

Building Automation Solutions
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Configuration

Network Information

This section contains settings which control how the QD3041 connects to the Internet. All of these settings are
determined by your local network administrator or IT department.

Network Information

Global Network Options

HostName: {tcs4C38D515B01E
WAN Designation (Cloud Port) E-PORT1 v

E-Port1 Settings

IP Address Allocation: Use DHCP

MTU: [1500 - Ethernet/PPP v

E-Port2 Settings

IP Address Allocation: (J use DHCP

MTU: [1500 - Ethernet/PPP v
IPV4 Network

IP Address: [10.248.248.1  |/[NA v| DNS1: 0.0.0.0

Gateway: 0.0.0.0 DNS2: 0.0.0.0

Subnet: 55.255.255.0

Proxy

Ouse Proxy

Update Communication Info

Network Information

Global Network Options

The QD3041 supports both static IP and Dynamic Host Configuration Protocol (DHCP) IP address allocations. When
utilizing DHCP addressing, the IP address settings are automatically assigned when communication is established. Enter
host name if needed (typically left blank).

E-Port 1 Settings

These settings apply to the Ethernet port labeled Cloud Ethernet 1 on the outside of the device: If using DHCP for IP
address configuration, be sure to check the “Use DHCP” box. If using a static IP address, deselect “Use DHCP” and enter
the IP Address, Subnet Mask, Gateway Address, and DNS Addresses provided by your IT department. The MTU is typically
set to 1500, unless a cell modem is used for the Internet connection.

E-Port 2 Settings.

These settings apply to the Ethernet port labeled Cloud Ethernet 2 on the outside of the device: By default, Cloud Ethernet
2 is configured as an admin port. When using the Cloud Ethernet 2 as a BACnet IP connection, it must be configured to be
on the same subnet as the BACnet IP devices. If using DHCP for BACnet IP address configuration, be sure to check the
“Use DHCP” box. If using a Static IP address for BACnet IP configuration, deselect “Use DHCP” and enter the IP Address,
Subnet Mask, Gateway Address, and DNS Addresses provided by your IT department. With BACnet IP, the Gateway and
DNS Addresses are typically set to 0.0.0.0 and the MTU is set to 1500.

Building Automation Solutions
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Configuration

Proxy

If using a proxy, select the “Use Proxy” check box and enter all the related details in the fields that appear. When finished
entering information in this section, be sure to click the Update Communication Info button.

Application Information

This section contains settings which define how the QD3041 interacts with the controller network, and how it
communicates the data to Ubiquity Cloud.

Application Information

Application Options

Central Server Location |demo.ubiquitysystems.net ex: www.ubiquitysystems.net
Secure Communication use SSL
Device ID: 496000

RS485 Network -- Port Configuration

Channel # Serial Port Protocol (Bbap"s‘; Rate .(r'i'"s')“"t Retries MAC m:)s(ter y;’:,::;"
Channel1  [C-PORT1 | [TCsbusv|  [9600 v| [150 |

Channel2  [C-PORT2 | [BACnet v|  [38400 |  [1000 | [1 v [127v] [0 |
Channel3  |Disabled | [BACnet v|  [38400 v~|  [7000 | [1 v [127v] [0 |
Channel4  [Disabled | [BACnet v|  [38400 v|  [7000 | [1 v [127v] [0 |
Channel 5  |Disabled | [BACnet ~|  [38400 v~|  [1000 | [1 ~] [127v] [0 |
Channel6  |Disabled | [BACnet v|  [38400 v|  [7000 | [1 v [127v] [0 ]
BACNet IP Network -- Port Configuration

Channel#  Eth Port IP Bind Address UDP Port (og? Timeout APDU Retries
Channel 7 NA [47808 - BACO v| {7000 |

Update Application Info

Application Information

Application Options

Central Server Location: Default is set to www.ubiquitysystems.net; do not change this setting.

Secure Communication: By default, Secure Sockets Layer (SSL) is selected (SSL MUST be enabled and requires Port 443
to be open).

RS-485 Network — Port Configuration

While the QD3041 automatically detects the active RS-485 COM ports, you must adjust the settings on each port to ensure
proper functioning of the network. You can also enable or disable either port from the drop-down menu.

Protocol: Select whether the communications protocol being used on each port is BACnet MS/TP or TCSbus.

Baud Rate: This is the data transmission speed on the network. The baud rate must be the same selection for the port
configuration as it is on every device communicating through that port.

NOTE: The default BACnet MS/TP baud rate is 38400; for TCSbus it is 9600. Other available baud rates are 19200, 57600
and 115200.

Building Automation Solutions
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Configuration

Time-out Period: This is the number of milliseconds the port on the QD3041 will wait for a response from the network
devices before determining that a device is not communicating, or has “timed out.” Select the time-out period for each
port. TCS recommends 7000 ms.

MAC: This is the local MS/TP address. Default is set to 1, which may need to be changed if another device on the same network
is using that address.

Max Master: This refers to the upper limit of addresses that the unit will communicate with. The default number is 127; be
sure this number equals or exceeds the highest device MS/TP address on the network.

Max Info Frames: This setting controls how many token passing messages the device can send over MS/TP. TCS
recommends not changing this setting. When you are finished entering information in this section, click the Update
Application Info button.

Security Information

This section contains settings which control the security of the QD3041 and whether it can be accessed through the web
interface. This is also where you change the login credentials.

Security Information

Application Security

Select Remote Access Mode
Web Interface Username ladmin | Strong Password Example Qv33n#!tt
Web Interface Password | | Retype Password |

Update Security Info

Commissioning Tools

Security Information

Select Remote Access Mode: This controls the kind of remote access you will allow to the QD3041:
+ Normal: (Default checked) Allows access via web browser and SSH.
+ No Web Interface: Turns off access via a web browser. Device is still configurable via SSH.
+ Black Box: Restricts all access. Device is only configurable via the LAN Admin Port (labeled Cloud Ethernet 2).

Web Interface Username/Password: Use these fields to change the username and password.

NOTE: The QD3041 has a default Gateway login and password, which is supplied to customers upon request. It is the
customer’s responsibility to configure a custom login and password. Contact TCS Technical Support (800.288.9383,
ext. 2) for information on managing login credentials.

Once you are finished entering information in this section, click the Update Security Info button.
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Commissioning Tools

You can access a separate page containing various commissioning tools by clicking the “Commissioning Tools” button at
the bottom of the page. These tools provide you with access to managing the communication status of the QD3041 and
the controller network connected to it.

Commissioning Tools

Ubiquity Connection Status

‘ ESTABLISHED ‘

2024/05/06 23:20:41 UTC

Controller View

Port  Device ID iggrs 5 Model Firmware \I\ﬁrr]r?g r ggm: Protocol 52?2?53 | (L':?)?:lmuni cation

0 0 0 qd3041 0.17.1 TCS 1 BACNET 1.14 2024/05/08 15:01:04 UTC
1 19 19 SZ1009 207 TCS 1 TCSBUS 0.0 2024/05/08 15:02:30 UTC
1 28 28 Sz1018 206 TCS 1 TCSBUS 0.0 2024/05/08 15:02:32 UTC
1 42 42 SZ1041 207 TCs 1 TCSBUS 0.0 2024/05/08 15:02:35 UTC
1 43 43 SZ1143B 230 TCS 1 TCSBUS 0.0 2024/05/08 15:02:35 UTC
1 44 44 SZ2144 205 TCS 1 TCSBUS 0.0 2024/05/08 15:02:35 UTC
1 61 61 S72161 220 TCS 1 TCSBUS 0.0 2024/05/08 14:59:48 UTC
1 65 65 $272165 221 TCS 1 TCSBUS 0.0 2024/05/08 14:59:49 UTC
1 66 66 S72166 220 TCS 1 TCSBUS 0.0 2024/05/08 14:59:49 UTC
1 82 82 $72182 230 TCS 1 TCSBUS 0.0 2024/05/08 14:59:52 UTC

System Commands

Reboot Unit Restart Application Check For Update
Gateway Configuration

Commissioning Tools

Ubiquity Cloud Connection Status
This section displays the status of the connection between the QD3041 and the Ubiquity Cloud Server. You have three
options for the message that will appear here:

1. Error - No Route to Host: The unit does not currently have an Ethernet connection.

2. Connected: The unit is able to communicate to the Ubiquity Cloud Server BUT is not being matched up with a
specific site. Typically this indicates that the site is not initialized on the Ubiquity Cloud Server side yet. Contact TCS
Technical Support (800.288.9383, ext. 2) to assign or initialize the QD3041 to a site.

3. Established: The unit is communicating with the Ubiquity Cloud Server AND is ready to go. All Ubiquity functions
(monitoring, programming, alarming, etc.) should be available through the user interface at this point.

Clicking the Refresh button will refresh the connection status.

C

Refresh Button

2800 Laura Lane - Middleton, Wi 53562 | 800.288.9383 | www.tcsbasys.com
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Controller View

This section allows you to see what controllers have been found by the QD3041. It also shows addressing and Device

ID information, vendor information and communication status. This information allows the installer to verify that each
controller has been found by the QD3041 and is communicating with the local network. Clicking the green Refresh button
on the Controller View title bar will refresh each controller’s status.

System Commands
+ “Reboot Unit” will reboot the QD3041 within a five-minute cycle.

+ “Restart Application” will restart the software running on the device.

+ “Check for Update” contacts the Ubiquity Cloud Server for any updates relevant to its particular model number and
software version. If an update is detected and downloaded, it will be automatically applied and the unit will reboot if
necessary.

NOTE: The “Check for Update” command requires that the QD3041 have Internet access and a functioning Ubiquity
Cloud site to retrieve the update patch.

QD3041 Configuration via Command Line Interface (CLI)

When you connect a keyboard and monitor to the QD3041 (See “Appendix C: Monitor and Keyboard” on page 25), you
can configure it for your site by using the built-in CLI.

1. To establish a connection to the CLI, enter a login user name and password.

NOTE: If you do not know the credentials for this unit, contact TCS Technical Support at 800.288.9383 ext. 2 for
assistance.

2. Once logged in, type in “tcssetup.” This will open the CLI (see “Command Line Interface Screens” on page 14).
Type the number for the selection you want and press “Enter”.

3
4. Typein new values on any field as needed. Pressing “Enter” will save the new value, or keep the current value.
5. When finished with a section, type “0” and press “Enter” to go back to the main menu.

6

After all programming is complete, navigate back to the main menu, type “9,” and then press “Enter.” This will save all
changes. Typing “0” and pressing “Enter” at the main menu will exit programming without saving changes.

Building Automation Solutions
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Command Line Interface Screens

The selection screen below lists the different configuration options available in the CLI. The subsequent screens indicate
the choices within each option.

root@tcs4C38D515BO1E: ~# tcssetup
Please enter a number selection for the menu displayed below
exit

device id

network options

proxy options

app options

serial options

BACNet IP options
security options

view device properties
. Save

Enter Selection:

LCooONOOURRWNES

Selection Screen

1. Change Device ID
8. Back to main menu

selection:

Device ID (Option 1)

Please enter a number Network selection for the menu displayed below
Mac Address: 00224DD675D0
1. Hostname: tcs4C38D515B0O1E
. E-PORT1
IPV4 DHCP Enabled: 1
IPV4 Address: 0.0.0.0
IPV4 Subnet: 0.0.0.0
Gateway: 0.0.0.0
IPV4 DNS1: 0.0.0.0
IPV4 DNS2: 0.0.0.0
. E-PORT2
IPV4 DHCP Enabled: ©
. IPV4 Address: 10.248.248.1
10. IPV4 Subnet: 255.255.255.0
11. IPV4 Gateway: 0.0.0.0
12. IPV4 DNS1: 0.0.0.0
13. IPV4 DNS2: 0.0.0.0
50. E-PORT1
75. E-PORT2
100. Full List
0. Back to main menu
Enter Selection:

NOoOuUAWN
—
U
<
N

Network Options (Option 2)

Please enter a number Metwork selection for the menu displayed below
1. Enabled: @
2. Server: no.proxy.set
3. Port: Be
4. NTLM Authentication Enabled: @
5. Username:
&. Password:
1@@. Full List
@. Back to main menu
Enter Selection: [J

Proxy Options (Option 3)

2800 Laura Lane + Middleton, Wl 53562 | 800.288.9383 | www.tcsbasys.com
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Please enter a number from the network selection for the menu displayed below
1. Ubiquity Server URL: www.ubiguitysystems.net
2. Enable S5L: 1
18@8. Full List
8. Back to main menu
Enter Selection: [

Application Options (Option 4)

Please enter a number for which port you would like to configure

1. Portl: C-PORT1, Protocol: BACnet, Baud: 38488, Timeout: 1lA@88
Retries: 3, MAC: 1, Max Master: 127
2. Port2: Disabled, Protocol: BACnet, Baud: 38488, Timeout: 7888

Retries: 2, MAC: 18, Max Master: 127
8. Back to main menu
Enter Selection:

Serial Options (Option 5)

Please enter a number for which channel you would like to configure
7. Channel 7: Disabled, UDP Port: 47808, Timeout: 7000
Retries: 1
0. Back to main menu
Enter Selection:

BACnet IP Options (Option 6)

Please enter a number from the security selection for the menu displayed below
1. Remote Access Mode: Normal
2. Set Web Credentials: username (admin) password ()
8. Back to main menu

Enter Selection: [J

Security Options (Option 7)

BACnet Device Properties

Vendor Mame: TCS

Vendor ID: (=11

Model: tcsgatway

Serial Number: a

Software Version: a.12.8

Build Date: 2019/12/89 2@:12:58 UTC
BACnet Protocol: 1.14

Ethernet MAC: BB224DBEBAF1

Press any key to return te main menu: I

View Device Properties (Option 8)

2800 Laura Lane * Middleton, WI 53562 | 800.288.9383 | www.tcsbasys.com
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Appendices

Appendix A: Local Management Port

The QD3041 can be configured locally at the device using a laptop computer connected to the port labeled Cloud Ethernet
2 on the back of the unit. If using this method of configuration, you will need:

1. Laptop with a hardwired Network Interface Card (NIC).
2. Ethernet cable.

NOTE: By default, Cloud Ethernet 2 is for Admin only. If Cloud Ethernet 2 has been configured to BACnet IP, you will need
to know the unit’s IP address in order to connect a laptop to the unit.

Connection Setup

Ethernet Cable

Connect one end of the Ethernet cable to the port labeled Cloud Ethernet 2 on the QD3041 (see “QD3041 Power and
Communication Connections” on page 4) and the other end to the laptop's Ethernet Port.

Laptop
The steps below require changing the network settings of the laptop; this is done at your own risk.

Windows 10:
1. Search for Ethernet Settings and click the “Open” link.

Best match

g Ethernet settings g
System settings
e Ethernet settings
£ Ethermet settings - See web reus oystam setings
£ ethemet sattings ip
£ ethemet settings gaming (=] w:
£ ethemet settings address

Get quick help from web
£ ethemet settings changed
Troubleshooting netmork CORNECHON issues
£ ethemet settings utility

£ ethemet settings windows.

v VvV VvV v v v v v

£ ethemet settings win 10

£ Ethemet settings (o) mE = B

Ethernet Settings

2. Onthe Ethernet Settings panel and click the “Change adapter options” link.
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Change Adapter Options

3. Onthe Network Connections panel locate the Ethernet interface that is connected to the cable. Right click on the
item and select “Properties.”

T em 1 e sebected e

Properties

4. On the Ethernet Properties panel locate the “Internet Protocol Version 4 (TCP/IPv4)”. Select that option, then click on
the “Properties” button.
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U Ethernet Properties X

Networking

Connect using:
[ Realtek PCle GbE Family Controller

This connection uses the following items:

! Client for Microsoft Networks A
Q File and Printer Sharing for Microsoft Networks

003 Packet Scheduler

A [ntermet Protocol Yersion 4 (TCP/IPv4)
[J 4 Microsoft Network Adapter Multiplexor Protocol
. Microsoft LLDP Protocol Driver

[J 4 Intemet Protocol Version 6 (TCP/APYE) v
< >
| Install... | | Uninstall l | Properties k'J
. N
Description -

Transmission Control Protocal/Intermnet Protocol. The default
wide area network pratocol that provides communication
across diverse interconnected networks.

0K ] | Cancel

TCP/IPv4

Building Automation Solutions

2800 Laura Lane - Middleton, Wi 53562 | 800.288.9383 | www.tcsbasys.com | ves|




Appendices

5. On the Internet Protocol Version 4 (TCP/IPv4) Properties change the IP schema to:
+ IP Address: 10.248.248.2

+ Subnet Mask: 255.0.0.0

+ Default Gateway: 10.248.248.2

+ DNS: Blank

6. Click on the “OK” button and close the window.

Internet Protocol Version 4 (TCP/IPwd) Properties X

General

‘You can get IP settings assigned automatically if vour network supports
this capability. Otherwise, vou need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically
(® Use the following IP address:

IP address: | 10 .248.248. 2 |
Subnet mask: |255. o.0 .0 |
Default gateway: | 10 .248 .248 . 2 |

Obtain DMS server address automatically

(® Use the following DNS server addresses:

Preferred DNS server: I | . . . |

Alternate DNS server: | . . . |

[Jvalidate settings upon exit

[ ok LJI Cancel |

Port to Static Settings
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7. Launch any web browser and type https://10.248.248.1 in the address field.

W e sl X NewTab X+ o - o0 x
& > C| @ https//10.248.248.1 e :
= o Reading list

Gmail Images 5% e

Google

Q. search Google or type a URL

=

= e +

TCS Basys Web Store Add shortcut

# Customize Chrome

Device Address

8. Depending on your browser’s configuration, you may get the following screen:

— (m} x
B A . X D Privacy error X  + (-]

& > C A Notsecure | 102482481 * @

A

Your connection is not private

Attackers might be trying to steal your information from 10.248.248.1 (for example,
passwords, messages, or credit cards). Learn more

NET::ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, furn on enhanced protection

Back to safety

Privacy Error Warning Screen

9. Click on the “Advanced” button in the Privacy Error Warning screen.
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10. Click on the “Proceed” link to take you to the next screen.

A e X O Privacy error x  + (-}
€ > C A Notsecure | 102482481 * @

A

Your connection is not private

Attackers might be trying to steal your information from 10.248.248.1 (for example,

passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome’s highest level of security, turn on enhanced protection

Hide advanced Back to safety

This server could not prove that it is 10.248.248.1; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 10.248.248.1 (unsafe)

Proceed Screen

11. Enter the Login user name and password.

NOTE: If you do not know the credentials for this unit, contact TCS Technical Support at 800.288.9383 ext. 2 for

assistance.
- o X

B . X @ hitps//10.2482481 x  + -]
& 3> C A Notsecure | 102482481 * @ :

Signin

https,//10.248.248.1

Username | | |

Password

m cancel

Login Screen

12. Configure the Gateway as needed. (See “QD3041 Configuration via Command Line Interface (CLI)” on page 13).
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Appendix B: Revert Back to DHCP Settings

If you have changed your laptop’s network configuration (See “Appendix A: Local Management Port” on page 16)
and wish to revert back to its previous configuration, follow the steps below:

Windows 10:
1. Search for Ethernet Settings and click the “Open” link.

Best match

] Eehernet settings @
System settings

Somh the ses Ethernet settings

£ Ethemet settings - See web resuns

System setangs

£ ethemet sattings ip

£ ethemet settings gaming o 0!:
£ ethemet settings address
Get quick help from web

£ ethemet sattings changed
£ ethemet settings utility
£ ethemet settings windows

Troubleshooting network CONNECHON Issues

v VvV Vv v v v v v

£ ethemet settings win 10

£ Ethemet settings

Ethernet Settings

2. On the Ethernet Settings panel and click the “Change adapter options” link.

Change Adapter Options

3. Onthe Network Connections panel locate the Ethernet interface that is connected to the cable. Right click on the
item and select “Properties.”
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£ Nevwos Comnectons - 0 X

4 B0 ComalPasel » Network and nemet + Network Cormections » v o Search Netwost Comnecton

Orgesize v Diable this metwerk device  Diagace i conmection e ')

= Ethemet
b T

e 1 e ebected =

Properties

4. On the Ethernet Properties panel locate the “Internet Protocol Version 4 (TCP/IPv4)”. Select that option, then click on
the “Properties” button.

U Ethernet Properties X

MNetwaorking

Connect using:

2P Realtek PCle GbE Family Controller

This connection uses the following items:

! Client for Microsoft Networks A
’! File and Printer Sharing for Microsoft Networks

93003 Packet Scheduler

WA Internet Protocol Version 4 (TCP/IPv4)
O . Microsoft Network Adapter Multiplexor Protocol
. Microsoft LLDP Protocol Driver

[J 4 Intemet Protocol Version 6 (TCPAPYE) v
< >
’ Install... | ‘ Uninstall ‘ I Properties kJ
.. "N
Description -

Transmission Control Protocal/Intermet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

oK l | Cancel

TCP/IPv4
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5. On the Internet Protocol Version 4 (TCP/IPv4) Properties “General” tab:
6. Click on the “Obtain an IP address automatically” radio button

7. Click on the “Obtain DNS server automatically” radio button

8. Click on the “OK” button.

Internet Protocol Version 4 (TCP/IPwd) Properties X

General  alternate Configuration

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, yvou need to ask your network administrator
for the appropriate IP settings.

(® Obtain an IP address automatically
(O Use the following IP address:

IP address: | ’ 5 ; |

Subnet mask: | : 0 : |

Default gateway: | . . . |

(®©Obtain DNS server address automatically:

(O Use the following DNS server addresses:

Preferred DNS server: | 0 0 0 I

Alternate DNS server: | o o o |

Yalidate settings upon exit

| ok

Cancel |

A |

Revert Back to DHCP Settings
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Appendix C: Monitor and Keyboard

The QD3041 can be configured locally at the device using a keyboard and monitor. If using this method of configuration,
you will need:

Monitor with HDMI or DP(Display Port) connection (depending on your monitor, you may need a VGA-to-HDMI/DP
adapter).

HDMI-to-HDMI cable or DP-to-DP cable.
USB Keyboard.

Connection Setup

1. Connect the cable to the monitor and to the QD3041, matching up the corresponding ends (HDMI, DP). (See “QD3041

Power and Communication Connections” on page 4.) Power on the monitor and switch to the proper input, based
on the cable used.

2. Plug the USB cable into a free USB Port on the QD3041. Test keyboard connectivity by pressing Caps Lock to see if
the LED on the keyboard illuminates.

3. Reboot the unit by pressing and holding the Power button until the unit turns off. Release the Power button and
press it again to power the unit back on. This will cause the unit to recognize the monitor and keyboard.

4. Configure the QD3041 as needed. (See “QD3041 Configuration via Command Line Interface (CLI)" on page 13.)
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